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Redirecting the Herd: Informing
Cryptocurrency Regulations Through the
Lens of Behavioral Science
JONATHAN SU*

Abstract
Conversations on cryptocurrencies have become a mainstay in society
today, whether that be on social media or in individual conversations. The
cultural and social impact of cryptocurrency is undeniable and, as conversations with cryptocurrency supporters would suggest, lead to a positive impact in the lives of those that invest in the currency. However, cracks are
showing in the patchwork of cryptocurrency regulations throughout the
United States as cryptocurrency scams run amok, resulting in losses for innocent investors. Although attention is placed upon the decisions of individual companies or executives in explaining cryptocurrency scams, little discussion is present regarding investor behaviors that help fuel the success of
these scams. This Article focuses on the behavioral science behind the actions of cryptocurrency investors in the age of social media, using those actions to identify shortcomings in current United States cryptocurrency regulations, and putting forth a temporary regulatory method to address ongoing
cryptocurrency scams.

* I would like to thank my friends for their support and willingness to listen to my long-winded
ramblings throughout this process. Moreover, I would like to give a special thank you to my family for their unending love and support.
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I. Introduction
Cryptocurrency is the newest financial sector, with revenues surpassing
those of the New York Stock Exchange.1 Lauded as the future of finance,
cryptocurrency promises a future of global financial inclusion as it paves the
way for an alternative financial infrastructure, separate from the power of
traditional institutions like banks.2 This meteoric rise is driven by social media,3 largely unregulated, and plagued with costly scams that have cost eager
investors enormous losses.4 Issues with cryptocurrency have garnered increasing government attention with the Securities and Exchange Commission Chairman Gary Gensler’s 2021 remark that the current cryptocurrency
landscape is “more like the Wild West or the old world of ‘buyer beware’
that existed before the securities laws were enacted.”5 The current landscape
of cryptocurrency regulations are fractured at best with a mix of varying state
guidelines and a clear lack of an affirmative federal framework. Studying the
behavior of investors through the lens of behavioral science helps reveal the
inadequacies of current regulations and propose solutions.
In this paper, focus is placed upon the behavior of investors during the
age of social media to help explain the movement of cryptocurrency. Based
upon this analysis, this paper seeks to address the inadequacies of current
regulations by capitalizing upon the behavioral tendencies amongst cryptocurrency investors. Ultimately, through both these discussions, this paper
posits a federal endorsement and release of veritable third-party research as
a potential regulation that would adequately address prevalent issues within
cryptocurrency investing.

1. Chris Matthews, Crypto exchange revenue grew 600% in 2021, surpassing traditional
exchanges like NYSE: report, MARKETWATCH (Mar. 15, 2022), https://www.marketwatch.com/story/crypto-exchange-revenue-grew-700-in-2021-surpassing-traditional-exchanges-like-nyse-report-11647286545#:~:text=Global%20trading%20revenue%20
generated%20by,by%20financial%2Dservices%20consultancy%20Opimas.
2. Alienor Nina Burghartz, Private Digital Currencies and the Promise of Global Financial
Inclusion, MCGILL BUS. L. PLATFORM (Nov. 17, 2021), https://www.mcgill.ca/business-law/article/private-digital-currencies-global-financial-inclusion#:~:text=improving%20financial%20inclusion.-,Cryptocurrency’s%20Promise%20of%20Global%20
Financial%20Inclusion,benefitting%20from%20a%20bank%20account.
3. Shama Hyder, How Social Media is Helping Cryptocurrency Flourish: A Case Study With
Jonathan Jadali, FORBES (Nov. 23, 2020), https://www.forbes.com/sites/shamahyder/2020/11/23/how-social-media-is-helping-cryptocurrency-flourish/?sh=61a4f0e9717d.
4. Shaurya Malwa, DeFi ‘Rug Pull’ Scams Pulled in $2.8B This Year: Chainalysis,
COINDESK (Dec. 2021), https://www.coindesk.com/markets/2021/12/17/defi-rug-pull-scamspulled-in-28b-this-year-chainalysis/.
5. Thomas Franck, Senators demand cryptocurrency regulation guidance from SEC Chair
Gary Genser, CNBC (Sept. 14, 2021), https://www.cnbc.com/2021/09/14/cryptocurrency-regulation-sec-chair-gary-gensler-grilled-by-senators.html.
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The structure of this paper is as follows: Section I will focus on a general background of cryptocurrency and cryptocurrency trading. Section II
dives into the impact that memes and social media have on cryptocurrency
investments and the behavioral strategies utilized by cryptocurrency investors to parse through information in this age of social media. This is built
upon in section III where the paper discusses the dangers of speculative bubbles and rug pulls in cryptocurrency and how social media has exacerbated
these dangers. The paper then turns to a survey of the current regulatory
landscape, on a federal and state level, in section IV and analyzes the inadequacies of current regulations and their failure to properly address common
behaviors of cryptocurrency investors. The discussions culminate in section
V which proposes the federal usage of veritable third-party verifications and
why this method of regulation is best in addressing the behaviors and issues
identified in cryptocurrency throughout the paper. Section VI concludes this
paper with key points discussed along with the future for such a method of
regulation.

II. The History and the Current Trend of Cryptocurrency
Cryptocurrency, and the blockchain technology it utilizes, is complex
and difficult to digest.6 The goal of this section is to provide readers with the
requisite knowledge to understand, at a general level, what cryptocurrency
is and define key terms that are brought up throughout the paper. Section I
hopes to achieve this by breaking down the history of cryptocurrency, explaining the blockchain technology cryptocurrency is built upon, defining
altcoins, and describing the current methods of trading cryptocurrency.
A. Early History of Cryptocurrency: Bitcoin

The technology that cryptocurrency rests upon, the blockchain, is nothing particularly cutting edge. One of the earliest cited papers was a 1991
paper written by Stuart Haber and W. Scott Stornetta where the pair set forth
a method of certifying when changes were made to the varying modifiable
media present during that time.7 Modern cryptocurrency can be attributed to
Satoshi Nakamoto and the design paper published on October 31, 2008,
where Nakamoto described Bitcoin as a peer-to-peer electronic cash system.8

6. Hyder, supra note 4.
7. Stuart Haber & W. Scott Stornetta, How to time-stamp a digital document, 3 J. OF
CRYPTOLOGY, 99, 100 (1991).
8. PAUL VIGNA & MICHAEL J. CASEY, THE AGE OF CRYPTOCURRENCY: HOW BITCOIN AND
THE BLOCKCHAIN ARE CHALLENGING THE GLOBAL ECONOMIC ORDER, 41 (St. Martin’s Press,
2015); see also Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System,
DECENTRALIZED BUS. REV. (Oct. 31, 2008), https://www.debr.io/article/21260 (referencing the
original article published by Nakamoto).
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The allure of cryptocurrency was reflected in the 2008 paper as Nakamoto
noted the ability to form a new, decentralized currency through the ability to
directly send digital money between peers thereby ignoring the necessity for
middlemen such as banks.9 Advocates claim this new method of currency
would reduce transaction costs but also mitigate corruption within powerful
financial institutions and others associated with said institutions.10
B. Blockchain

The blockchain technology, hereinafter referred to as blockchain, provides the foundational basis upon which all cryptocurrencies are built .11 It
is important to note that blockchain is the technology that cryptocurrencies
like Bitcoin utilize to transparently record a ledger of transactions.12 Blockchain is a decentralized system of network-based ledgers which replace the
centralized financial institutions that act as middlemen in the classical understanding of finances.13 The decentralized aspect of blockchain comes
from the fact that each transaction is transmitted to a decentralized network
of peer-to-peer computers across the world, rather than through centralized
institutions, to verify the transaction.14 After verification, the transactions are
separated into blocks, defined as an area where information is encrypted and
stored, and the blocks are chained together thus forming a permanent history
of all the transactions.15 Each cryptocurrency coin has a native blockchain
platform they utilize with popular blockchains including the Bitcoin blockchain and Ethereum blockchain.16 Presently, there are thousands of blockchain-based projects under development around the world that range from
forks of successful blockchains, such as Bitcoin, to cutting-edge blockchains
with new functionalities.17

9. Vigna & Casey, supra note 8.
10. Id. at 5.
11. Id.; see also Haber & Stornetta, supra note 8, at 100.
12. Adam Hayes, Blockchain Explained, INVESTOPEDIA (Mar. 5, 2022), https://www.investopedia.com/terms/b/blockchain.asp.
13. Vigna & Casey, supra note 9, at 4.
14. John M. Griffin & Amin Shams, Is Bitcoin Really Un-Tethered?, SSRN 11 (Oct. 28,
2019), http://dx.doi.org/10.2139/ssrn.3195066.
15. Blockchains: The great chain of being sure about things, THE ECONOMIST (Oct. 31, 2015),
https://www.economist.com/briefing/2015/10/31/the-great-chain-of-being-sure-about-things.
16. The
Top
5
Blockchain
in
the
Cryptocurrency
World,
ETORO,
https://etorox.com/news/opinions/top-5-blockchain-in-the-cryptocurrencyworld/#:~:text=The%20main%20purpose%20of%20a,and%20Bitcoin%20Cash%20(BCH) .
17. Paolo Tasca & Claudio J. Tessone, Taxonomy of Blockchain Technologies: Principles of
Identification and Classification, LEDGER 1, 2 (Feb. 2, 2019), http://ledger.pitt.edu/ojs/ledger/article/view/140/118.
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C. Altcoins

Through blockchain platforms, numerous cryptocurrency coins have
appeared in the market alongside Bitcoin. Altcoins are other coins that utilize
a similar blockchain cryptography technology as Bitcoin but employ its own
verification algorithms that are unique from Bitcoin and other cryptocurrency coins.18 Though altcoins may be developed for reasons of innovation
to address inefficiencies of popular algorithms such as Bitcoin’s, altcoins
also contain a perceived investment opportunity as the potential success of
new altcoins has formed a rapidly growing market.19 According to CoinMarketCap, a cryptocurrency price-tracking website, there are over 18,000 cryptocurrency coins on the market as of March 14, 2022.20
D. Cryptocurrency Trading

No matter the underlying reason for the development of an Altcoin, the
potential to gain profits from investing in coins, such as Bitcoin which currently rests at $38,806.53 per single share, has spurred a new market for investors.21 Cryptocurrency exchange, otherwise known as digital currency exchange, is the market in which customers can trade cryptocurrencies.22
Examples of such exchanges include Binance, Coinbase, and Bitmex which
are accessible by simply creating an account on their website or mobile application.23 Though cryptocurrencies may be used as a means of payment, a
major factor pushing cryptocurrency investment is the view of it as a financial asset whose value stems from speculation and future market value.24 The
ease of investing through accessible exchanges and the nature of speculative
investing in cryptocurrency has formed, what some critics say, a speculative
bubble whether that be a rational or irrational bubble.25 Along with investors
investing in existing coins, blockchain start-ups have also begun to utilize
Initial Coin Offerings as a way for companies to auction off assets in the

18. David Kuo Chuen Lee et al., Cryptocurrency: A New Investment Opportunity?, SSRN 2
(June 30, 2017), http://dx.doi.org/10.2139/ssrn.2994097.
19. Id.
20. CoinMarketCap, https://coinmarketcap.com/ (viewed on Mar. 14, 2022).
21. Lee et al., supra note 19, at 2; see also CoinMarketCap, supra note 20.
22. Fan Fang et al., Cryptocurrency Trading: A Comprehensive Survey, 8 FIN. INNOVATION,
6 (Feb. 7, 2022), https://arxiv.org/pdf/2003.11352.pdf.
23. Id. at 7.
24. Giancarlo Giudici et al., Cryptocurrencies: Market Analysis and Perspectives, J. OF
INDUS. AND BUS. ECON., 8 (Sept. 7, 2019), https://link.springer.com/article/10.1007/s40812-01900138-6.
25. Id. at 13; see also Eng-Tuck Cheah & John Fry, Speculative bubbles in Bitcoin markets?
An empirical investigation into the fundamental value of Bitcoin, 130 ECON. LETTERS 32, 34-35
(May 2015), https://doi.org/10.1016/j.econlet.2015.02.029.
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form of tokens prior to the start of the system to fund development of the
blockchain platform.26

III. Intersection of Social Media and Financial Decisions
With how ubiquitous cryptocurrency is with social media, it is important to explain the current social media culture to understand how it connects to cryptocurrency investment behaviors. Section II begins with a brief
history on memes and the rise of meme-based coins. Attention then turns to
the relationship between social media and cryptocurrency culminating in a
discussion on the behaviors exhibited by online cryptocurrency investors.
A. Memes

The internet has completely revamped the way in which society
searches for information, how society consumes media and entertainment,
and even how individuals manage social circles and relationships.27 With
how intertwined the internet is with an individual’s everyday life, it is not
surprising that the internet has become a culture in and of itself with shared
values and perspectives created by countless users and maintained across
various online communities.28 Synonymous with internet culture are memes,
videos or pictures that convey complicated messages through its humorous
backdrops.29 The term “meme” was coined by Richard Dawkins in The Selfish Gene where Dawkins hoped to form a monosyllable word similar to gene
to convey the idea of a “unit of cultural transmission.”30 This idea of memes
is observable in the modern usage of word as online memes help to shape
online users’ attitudes, ideologies, and belief systems ultimately leading to a
shaping of a users’ behaviors and practices.31 Though online memes of today
26. Octavian Nica et al., Cryptocurrencies: Economic benefits and risks, UNIV. OF
MANCHESTER, 10 (Oct. 26, 2017), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3059856.
27. Joseph Firth et al., The “online brain”: how the Internet may be changing our cognition,18 WORLD PSYCHIATRY 119, 119 (2019), https://doi.org/10.1002/wps.20617.
28. Malin Sveningsson Elm, Understanding and Studying Internet Culture(s), 29 NORDICOM
REV. 85, 87 (2017), https://www.researchgate.net/publication/313790254_Panel_Discussion_II_Culture_and_Media_Technology_Understanding_and_Studying_Internet_Cultures.
29. lija Milosavljević, The Phenomenon of the Internet Memes as a Manifestation of Communication of Visual Society – Research of the Most Popular and the Most Common Types, MEDIA
STUDIES AND APPLIED ETHICS, 9, 10 (Mar. 2020), https://www.researchgate.net/publication/340051035_THE_PHENOMENON_OF_THE_INTERNET_MEMES_AS_A_MANIFESTA
TION_OF_COMMUNICATION_OF_VISUAL_SOCIETY_RESEARCH_OF_THE_MOST_POPULAR_AND_THE_MOST_COMMON_TYPES.
30. Richard Dawkins, The Selfish Gene, OXFORD UNIV. PRESS 1, 192 (1976), https://alraziuni.edu.ye/uploads/pdf/The-Selfish-Gene-R.-Dawkins-1976-WW-.pdf.
31. Sandra Waddock, Narrative, Memes, and the Prospect of Large Systems Change, 3
HUMANISTIC MGMT. J. 17, 18 (Jun. 20, 2018), https://link.springer.com/article/10.1007/s41463018-0039-9.
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are utilized for the primary purpose of humor, memes have taken on a life of
their own in the space of politics, information, and marketing.32 The potential
audience that can be reached via the internet has given rise to “meme marketing,” a method of marketing that helps push forth a company’s products,
image, and values on massive social media platforms through the usage of
memes.33 Memes confer several benefits with regard to the marketing of a
product including: (1) cultural communication and participation; (2) incentivizing engagement from the audience; and (3) building a brand identity.34
B. Meme-Based Coins

The growth of cryptocurrency in the age of the internet has also given
rise to meme-based coins, coins whose identities are inspired by memes, internet jokes, or popular culture.35 Meme-based coins, hereinafter referred to
as meme coins, are a popular form of altcoins whose value is derived from
buy-ins from the community rather than scarcity or potential market cap
where coins like Bitcoin derive their value from.36 An example of a meme
coin is the Dogecoin, an altcoin based on a rescue Shiba Inu named Kabuso
who gained a legendary status within the internet community after a picture
of Kabuso was posted online in 2010 spawning countless memes using Kabuso’s picture.37 Originally created as a “joke,” Dogecoin has gained popularity over the years with the doge being termed “the people’s

32. Milosavljević, supra note 30, at 11.
33. Triet Minh Ngo, Meme marketing: How viral marketing adapts to the internet culture,
Univ. of Northern Iowa Honors Program Thesis 1, 11 (June 8, 2021), https://scholarworks.uni.edu/cgi/viewcontent.cgi?article=1484&context=hpt ; see also Martina Bretous, 13 Examples of Meme Marketing + 3 Best Practices to Follow, HUBSPOT (Oct. 8, 2021),
https://blog.hubspot.com/marketing/meme-examples#:~:text=Meme%20marketing%20is%20the%20use,that%20spread%20on%20the%20internet (providing a few visual examples of meme marketing done on Instagram and twitter).
34. Id. at 11-12.
35. John Bogna, What Is a Meme Coin and How Do They Work?, PC MAG. (Dec. 20, 2021),
https://www.pcmag.com/how-to/what-is-a-meme-coin-how-do-theywork#:~:text=In%20a%20nutshell%2C%20meme%20coins,photo%20of%20a%20Shiba%20Inu .
36. Megan DeMatteo, There are Thousands of Different Altcoins. Here’s Why Crytpo Investors Should Pass on Most of Them, NEXTADVISOR (Jan. 2022), https://time.com/nextadvisor/investing/cryptocurrency/altcoins/#:~:text=Memecoins,in%20more%20than%20anything%20else.
37. Ian Young, Dogecoin: A Brief Overview & Survey, SSRN 1, 2 (Dec. 24, 2018),
https://ssrn.com/abstract=3306060.
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cryptocurrency” on Dogecoin’s homepage. According to CoinMarketCap,
Dogecoin currently rests at a market cap of roughly $15 billion as of March
14, 2022.39
C. Social Media and Cryptocurrency

Social media and meme marketing have become powerful tools for
companies to effectively reach a large audience with information about products, services, and company values.40 Cryptocurrencies, especially those during the initial coin offering phase, effectively utilize social media to build
market value by rapidly transferring information to users for the purpose of
gaining attention and traction.41 Beyond company marketing, social media
has also become a hub for information transfer between users as they share
information or opinions about products, services, and the organizations
themselves.42 In a 2021 survey conducted by insurance company Teachers
Insurance and Annuity Association (TIAA) regarding American attitudes toward technology in financial services, one-third of Americans said they trust
social media in helping them make financial decisions.43 Moreover, the same
2021 survey shows that 32% of Americans said they trust the financial advice of celebrities and social media influencers.44 Unlike traditional forms of
stocks, the price of cryptocurrency relies purely on the expectations of its
future by market participants.45 As a result, the strategy to reach a higher
market capitalization is for early adopters to garner interest by stating exaggerated announcements of the future of a particular coin, declarations of future increases in price by presumed cryptocurrency experts, narrative accounts of success through cryptocurrency, or highlighting innovations in
Blockchain application through social media, forums, or more traditional
38. Brandon Kochkodin, Dogecoin’s Creator is Baffled by Meteoric Rise to $9 Billion,
BLOOMBERG (Feb. 11, 2021), https://www.bloomberg.com/news/articles/2021-02-11/dogecoin-screator-is-just-as-baffled-as-you-are-about-its-rise; see also Dogecoin, https://dogecoin.com/ (last
visited Mar. 14, 2022).
39. CoinMarketCap, https://coinmarketcap.com/currencies/dogecoin/ (last visited Mar. 14,
2022).
40. Ngo, supra note 34, at 11.
41. Brady O. Werkheiser, How to Use Crypto Social Media Marketing to Scale your Startup,
WEBSTACKS (June 23, 2021), https://www.webstacks.com/blog/crypto-social-media-marketing.
42. Khurram Ajaz Khan et al., Perceived usefulness of social media in financial decisionmaking: differences and similarities, 16 INNOVATIVE MKTG. 145, 146 (Dec. 8, 2020),
http://dx.doi.org/10.21511/im.16(4).2020.13.
43. TIAA, 2021 TIAA Digital Engagement Survey, A survey of American attitudes on customer technology in the financial services industry, TIAA 1, 6 (June 2021),
https://www.tiaa.org/public/pdf/digital_engagement_survey.pdf.
44. Id.
45. Obryan Poyser Calderon, Herding Behavior in Cryptocurrency Markets, UNIVERSIT. . .T
AUTÒNOMA DE BARCELONA 1, 9 (Nov. 2018), https://arxiv.org/pdf/1806.11348.pdf.
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forms of news. Research has shown that social learning, the inference of
the quality of an asset based on its purchase by others, and social utility, the
effect one’s ownership of an asset has on others who own the same asset,
both play a statistically significant role in investment decisions.47 Comments
by early adopters, and any subsequent rush of investments into a new coin,
confer a sense of coin quality to potential investors thus drawing further investment and driving up the price of that particular coin.48
D. Behavioral Strategies in Cryptocurrency Investments Decisions

Faced with a massive volume of information regarding various coins in
real-time, prospective investors employ heuristics to discern the quality of
the information, the probability of the event, and the utility of an asset fast
enough to buy in at a price that would yield profits.49 Individuals use heuristics, or rules of thumb, as a mental shortcut to facilitate judgments, are utilized to not only discern which cryptocurrencies to trust, but also which strategies one should follow.50 The combination of an overload of information
and short attention spans inherent in humans have led to the utilization of
external information as a heuristic to help facilitate information management.51 These external sources include social media platforms and the influencers on the varying platforms.52 Memes also offer a unique method in conveying information to online cryptocurrency investors as new altcoins may
capitalize on current popular culture or the humor behind memes to gain
traction, an example being the continuing success of Dogecoin as of the time
of writing.53 Moreover, there is often an intersection between these external
sources as celebrities may use memes to demonstrate their stance on the potential of altcoins as seen through Elon Musk who tweeted an image depicting him holding up Doge as if it were a scene from The Lion King.54
46. Id.at 18-19.
47. Leonardo Bursztyn et al., Understanding Mechanisms Underlying Peer Effects: Evidence
from a Field Experiment on Financial Decisions, 82 ECONMETRICA, 1, 18-19 (July 18, 2014),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2101391.
48. Id. at 19; see also Calderon, supra note 45, at 9.
49. Calderon, supra note 46, at 8.
50. Id. at 9; see also C. Alan Garner, Uncertainty, Human Judgment, and Economic Decisions, 4 J. OF POST KEYNESIAN ECON. 413, 416 (1982), https://www-jstor-org.uchastings.idm.oclc.org/stable/4537676?seq=1#metadata_info_tab_contents.
51. Lennart Ante, How Elon Musk’s Twitter Activity Moves Cryptocurrency Markets,
BLOCKCHAIN RSCH. LAB 1, 3 (Feb. 2021), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3778844.
52. Id. at 3.
53. Young, supra note 38, at 10.
54. Sanya Jain, Elon Musk’s Twitter Break is Over. See What He Posted, NDTV (Feb. 4,
2021), https://www.ndtv.com/offbeat/elon-musk-shares-a-meme-as-dogecoin-surges-thanks-tohis-tweet-2362982.
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Though there are several external sources individual investors may rely
on, the speed at which prices fluctuate often leads to imitating behavior as
the difficulty in discerning the validity of information makes it so that the
most rational choice for investors is to follow the actions of others and the
movement of prices.55 This imitating behavior leads to herding behavior, a
situation in which rational individuals behave irrationally by imitating the
behaviors or judgments of others when making their decisions.56 One relevant category of herding behavior is an informational cascade, a process
where an individual chooses to ignore their prior private information in favor
of jumping onto a bandwagon by mimicking the actions of individuals who
already acted.57 Overturning one’s own prior information leads to an overwhelming similarity in actions which provides onlookers no useful information, aside from what everyone on the bandwagon is doing, thus little
choice except to follow the actions of others.58 This is a particular issue in
cryptocurrency as the value of cryptocurrency coins depends entirely on the
expectation of its future by the masses; thus, investors must ignore their prior
views on a particular cryptocurrency, whether that view is true or untrue, and
invest with the herd if they hope to reap any profits.59
Though herding behavior has been somewhat unavoidable even in traditional stock market trading,60 cryptocurrency herding behavior is only exacerbated by social media.61 Actions by social media influencers and celebrities, whether through statements or the usage of memes, often result in
herding behavior as investors see an inflated perception of the quality of the
coins irrespective of an investor’s prior view of said coin.62 A recent example
of this can be seen in Elon Musk’s Twitter activity whereby a changing of
his Twitter bio to #bitcoin resulted in the price of Bitcoin shares rising from
around $32,000 to over $38,000 in just a few hours resulting in an overall
increase of Bitcoin’s market capitalization by around $111 billion.63

55.
56.
57.
58.
59.
60.

Calderon, supra note 46, at 9.
Id. at 11.
Id.
Id.
Id. at 9, 12.
Angela Filip et al., The Herding Behavior of Investors in the CEE Stock Markets, 32
PROCEDIA ECON. AND FIN. 307, 315 (2015), https://www.sciencedirect.com/science/article/pii/S2212567115013970 (highlighting the existance of herding behavior for both upward and
downward trends in sector level capital markets).
61. Eli Ofek & Matthew Richardson, DotCom Mania: The Rise and Fall of Internet Stock
Prices, 58 J. OF FIN. 1113, 1113 (Jun. 2003), https://pages.stern.nyu.edu/~eofek/DotComMania_JF_Final.pdf (demonstrating herd behavior in the traditional stock market for internet related
stocks).
62. Ante, supra note 52, at 1-2.
63. Id. at 1.

134

HASTINGS SCIENCE AND TECHNOLOGY LAW JOURNAL

Vol. 14:1

Research has also shown that the reliance that Musk’s followers have on his
opinions, and reputation for success, when considering information about
Dogecoin or Bitcoin resulted in abnormal prices.64

IV. Dangers of Cryptocurrency Investment
Cryptocurrency investors’ reliance on heuristics has an aggravating effect on the potential dangers of investing in cryptocurrency. Section III begins by defining speculative bubbles and how cryptocurrency may be seen
as a speculative bubble. This is followed by a look at cryptocurrency scams
and cumulates into how social media has exacerbated the danger of speculative bubbles and scams.
A. Speculative Bubbles

As noted earlier, critics state that the current cryptocurrency landscape
is akin to speculative bubbles of the past.65 Speculative bubbles are characterized by rational speculators jumping on an investing bandwagon and purchasing stocks with the expectation of a higher price later.66 A common trait
of speculative bubbles is a significant broadening of market participation
with investors having limited expertise or experience being drawn into the
market.67 The danger with speculative bubbles comes when there is a crash,
typically categorized by a change in investor outlook from that of confidence
to one lacking confidence.68 The result of this shift in outlook along with a
trigger event causes investors to liquidate their assets causing asset prices to
plummet as quickly as they rose.69
An example of such a bubble would be the Dot Com bubble of the late
1990s characterized by investor over-expectation of future profits as the
prices for internet-related companies rose drastically.70 During this time, investors demonstrated overly optimistic sentiments of the future, a lack of

64. Id. at 17.
65. Calderon, supra note 46, at 12.
66. Po-Keng Cheng & Young Shin Kim, Speculative bubbles and crashes: Fundamentalists
and positive-feedback trading, 5 COGENT ECON. & FIN. 1, 2 (Oct. 3, 2017),
https://www.tandfonline.com/doi/full/10.1080/23322039.2017.1381370#:~:text=Well%E2%80%
90known%20speculative%20bubbles%20include,real%E2%80%90estate%20bubble%20in%202007.
67. Patrick Bayer et al., Speculative Fever: Investor Contagion in the Housing Bubble, NAT’L
BUREAU OF ECON. RSCH. 1, 2 (Mar. 2016), https://www.nber.org/papers/w22065.
68. Thomas Lux, Herd Behavior, Bubbles and Crashes, 105 ECON. J. 881, 890 (July 1995),
https://www.jstor.org/stable/2235156?seq=1#metadata_info_tab_contents.
69. Markus K. Brunnermeier & Martin Oehmke, Bubbles, Financial Crises, and Systemic
Risk, 2 HANDBOOK ECON. FIN. 1221, 1225 (Feb. 8, 2013), https://doi.org/10.1016/B978-0-44459406-8.00018-4.
70. Calderon, supra note 46, at 12.
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caution, and a fear of missing out on the next big investment. The current
landscape of cryptocurrency investment mirrors the sentiments expressed
during the Dot Com bubble as investors demonstrate an overly optimistic
view of future profits of cryptocurrency coins, a lack of caution when investing in existing or new coins, and a general fear of not investing early enough
to reap the rewards of rapid increases in coin value.72 Though the cryptocurrency has yet to crash, past human experience has shown that a triggering
event is all it takes to shake the trust investors have in their investments. This
danger may be especially pertinent as many investors have hopped on for the
purpose of potential profits as seen in the Consumer News and Business
Channel survey which showed 65% of cryptocurrency investors entered the
market in 2020, the same year in which cryptocurrencies such as Bitcoin
surged to peak prices.73
B. Cryptocurrency Rug Pulls

Although speculative bubbles may take a while to develop and crash,
cryptocurrency investors today are facing the ever-present danger of rug
pulls. In the context of cryptocurrency, rug pulls are a scam where fraudulent
developers quickly drain liquidity from the coins through various means resulting in a valueless asset for investors.74 There exists three main forms of
rug pulls: liquidity stealing, limiting sell orders, and dumping.75
Liquidity stealing involves the token creators withdrawing all the coins
in the liquidity pool, with liquidity pools being reserves of tokens secured on
a blockchain, thus removing all value placed upon the token by investors
resulting in the price of the coin plummeting to nothing.76 If a coin subject
to liquidity stealing is determined as being launched with fraudulent intent,
developers may be open to criminal enforcement for fraud under current Federal law.77

71. Id.
72. Id. at 12-13.
73. Carmen Reinicke, 1 in 10 people currently invest in cryptocurrencies, many for ease of
trading, CNBC survey finds, CNBC (Aug. 24, 2021), https://www.cnbc.com/2021/08/24/1-in-10people-invest-in-cryptocurrencies-many-for-ease-of-trading.html.
74. Valerio Puggioni, Crypto Rug Pulls: What is a Rug Pull in Crypto and 6 Ways to Spot it,
COINTELEGRAPH (Feb. 6, 2022), https://cointelegraph.com/explained/crypto-rug-pulls-what-is-arug-pull-in-crypto-and-6-ways-to-spot-it.
75. Id.
76. Id.; see also Avinandan Banerjee, Know Everything about Crypto Liquidity Pools,
BLOCKCHAIN COUNCIL, https://www.blockchain-council.org/defi/crypto-liquidity-pools/ (last visited Mar. 14, 2022).
77. 18 U.S.C.S. §1341.
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Limiting sell orders involves fraudulent developers coding tokens so
that the developers are the only party that can sell the coins.78 The fact that
developers knowingly develop malicious backdoors into the tokens, shows
an intent to commit fraud thus opening developers up to criminal enforcement for fraud under current Federal law.79
Dumping, akin to traditional pump and dump schemes seen in traditional stock markets, sees developers heavily promote their coin through social media and then sell large quantities of their own tokens rendering the
tokens worthless for remaining investors.80 Traditional pump and dump
schemes are illegal under section 17(a) of the Securities Act of 1933 § 17(a),
which prohibits the usage of material omissions or misstatements to obtain
money along with prohibiting engagement of actions that would qualify as
fraud or deceit,81 and § 10(b) of the Securities Exchange Act of 1934, which
makes unlawful the use of omissions and misstatements in relation to the
selling and buying of securities.82 However, there is little regulation on cryptocurrency pump and dump schemes as legislatures struggle to determine
whether to classify tokens as investments, which would fall under existing
securities laws, or consumer products, which would fall under consumer protection laws.83 Moreover, dumping itself may not be overtly fraudulent to
qualify for enforcement under current Federal law as the coin may still be
purchasable and the service may still be operational thus making it difficult
to reliably ascertain whether developers had the requisite fraudulent intent.84
Rug pulls have gained traction over the past few years with rug pulls accounting for over $2.8 billion of lost investment money in just 2021 alone.85
The exorbitant amount of investment money lost has even caused the Federal
Trade Commission to chime in during their consumer protection data spotlight where they listed several tips to help investors “play it safe[er]” when
investing in cryptocurrency.86

78.
79.
80.
81.
82.
83.

Puggioni, supra note 75.
18 U.S.C.S. §1341, supra note 78.
Puggioni, supra note 75.
Securities Act of 1933 §17; 15 U.S.C.S. § 77a.
Securities Exchange Act of 1934 §10; 15 U.S.C.S. § 78a.
Kenan Insight, Should Cryptocurrency “Pump-and-Dump” Schemes be Regulated?,
KENAN INST. PRIV. ENTER. (Dec. 17, 2020), https://kenaninstitute.unc.edu/kenan-insight/shouldcryptocurrency-pump-and-dump-schemes-be-regulated/.
84. Puggioni, supra note 75.
85. Malwa, supra note 5.
86. Emma Fletcher, Cryptocurrency buzz drives record investment scam losses, FED. TRADE
COMM’N (May 17, 2021), https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2021/05/cryptocurrency-buzz-drives-record-investment-scam-losses.
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C. Memes, Social Media, and Rug Pulls

Memes have become ubiquitous with internet culture as noted in section
II part (a) of this paper.87 Along with being an effective means to spread
humor, memes have also helped to push cryptocurrency scams in the past
year as seen through the infamous Squidcoin, named and marketed after the
popular Netflix series Squid Game, resulting in around $3.3 million lost in
investment funds.88 Even with such major losses from Squidcoin, it is still
difficult for investors to discern the legitimacy of meme coins due to the
continued success of others such as Dogecoin and Shibacoin as of this writing.89 Moreover, according to data from CoinMarketCap, July 10, 2021, saw
meme coins and tokens reach a high of around $33 billion.90 Endorsements
from the likes of Elon Musk have also made it difficult to ascertain the true
value of new meme coins and tokens as followers of such public figures see
the power just one tweet has to shoot up a coin’s value.91 The heuristic reliance on intermediary sources only increases the danger for rug pulls as investors flock to coins for the popular culture the coin is referencing, memes
that the coins capitalize on to garner attention, overreliance on social media
influencers or celebrities, and the general herd mentality investors demonstrate once the price of coins begin to increase rapidly.92

V. Current Legal Landscape of Cryptocurrency Regulation
Investors are not the only ones focused on cryptocurrency. Lawmakers
have been working on understanding cryptocurrency and how to best regulate it as the industry continues to grow. Section IV begins with analysis of

87. Milosavljević, supra note 30, at 10.
88. Amy Cheng, ‘Squid Game’-inspired cryptocurrency that soared by 23 million percent
now worthless after apparent scam, WASH. POST (Nov. 2021), https://www.washingtonpost.com/world/2021/11/02/squid-game-crypto-rug-pull/; see also Helen Partz, Users unable to
sell Squid Game token clocking 45,000% gains, COINTELEGRAPH (Oct. 29, 2021), https://cointelegraph.com/news/users-not-able-to-sell-squid-game-token-clocking-45-000-gains (categorizing
SquidCoin as a method of rug pulls called “limiting sell orders” whereby holders of the Squid Game
token were unable to sell their tokens leaving the developers free to sell and reap the rewards of the
funds invested into the coin and leaving investors with a worthless token).
89. The Biggest ICO of 2021 Is a Doge & Shiba Coin Meme Killer: Everything You Need to
Know about Next Potential 1000x Coin, PANDAINU ECOSYSTEM (Aug. 14, 2021),
https://www.coinspeaker.com/biggest-ico-2021-pandainu-ecosystem/.
90. Jocelyn Fernandes, Cryptocurrency | Meme coins are now worth $33 billion, MONEY
CONTROL (July 10, 2021), https://www.moneycontrol.com/news/business/cryptocurrency-memecoins-are-now-worth-33-billion-7153181.html.
91. Ante, supra note 52, at 19; see also TIAA, supra note 44 (providing survey results showing that 32% of Americans said they trust the financial advice of celebrities and social media influencers).
92. Young, supra note 38, at 3; see also Calderon, supra note 46, at 9; see also Ante, supra
note 52, at 3.
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the current Federal and State level cryptocurrency regulations and ends with
an analysis of the shortcomings of the current regulatory landscape
A. Current Federal Regulatory Landscape

The tendency to rely on intermediary sources when investing in cryptocurrency has not gone unnoticed by the United States Government. In 2017,
the Securities and Exchange Commission, hereinafter referred to as SEC,
released a statement urging investors to be cautious about celebrity-backed
initial coin offerings.93 The Federal Trade Commission also released an article on their Consumer Protection Data Spotlight highlighting cryptocurrency
investment scams and how investors can spot such scams.94 Moreover, the
Federal government is also concerned with the use of cryptocurrency in
black markets as was the case with Silk Road, an online crypto market that
sold items ranging from illicit substances to assassinations through the use
of Bitcoin payment.95 Federal Reserve Chair Jerome Powell’s statements
during a House Financial Service Committee hearing helps shed light on the
government’s goal to protect investors from CD assets, volatility, and illicit
activities paid through cryptocurrency.96
On a federal level, cryptocurrency regulations are done at an administrative and agency level through the SEC, Commodity Futures Trading Commission, Internal Revenue Service, Office of the Comptroller of the Currency, and the Financial Crimes Enforcement Network.97 Though there is
considerable attention on cryptocurrency by these agencies, there has been
little rulemaking or opinion that encompasses the whole cryptocurrency market.98 The SEC is more heavily focused on defining whether certain niches
of cryptocurrency fall under current securities law rather than the

93. SEC Division of Enforcement and SEC Office of Compliance Inspections and Examinations, SEC Statement Urging Caution Around Celebrity Backed ICOs, U.S. SEC. & EXCH. COMM’N
(Nov. 2017), https://www.sec.gov/news/public-statement/statement-potentially-unlawful-promotion-icos.
94. Fletcher, supra note 87.
95. Judith Aldridge & David Decary-Hetu, Not an ‘eBay for Drugs’: The Cryptomarket “Silk
Road” As a Paradigm Shifting Criminal Innovation, SSRN1 (May 13, 2014), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2436643.
96. Monetary Policy and the Economy, C-SPAN (July 18, 2018), https://www.cspan.org/video/?448390-1/federal-reserve-chair-jerome-powell-testifies-monetary-policy.
97. John Hyatt, Decoding Crypto: Are There Regulations in the U.S. for Cryptocurrency?,
NASDAQ (Aug. 2021), https://www.nasdaq.com/articles/decoding-crypto%3A-are-there-regulations-in-the-u.s.-for-cryptocurrency.
98. Joe Dewey, Blockchain & Cryptocurrency Laws and Regulations 2022, GLOB. LEGAL
INSIGHTS,
https://www.globallegalinsights.com/practice-areas/blockchain-laws-and-regulations/usa#:~:text=The%20sale%20of%20cryptocurrency%20is,MSB%E2%80%9D)%20under%20Federal%20law (last visited Mar. 14, 2022).
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cryptocurrency market, and thus altcoins, as a whole. The Financial Crimes
Enforcement Network has had a more active role in collecting and analyzing
financial transactions though the focus of countering money laundering, terrorist financing, and other financial crimes.100 Additionally, a Cyber Unit
was formed in the Enforcement Division of the SEC to assist on “misconduct
involving distributed ledger technology and initial coin offerings, the spread
of false information through electronic and social media, hacking and threats
to trading platforms.”101
Though most regulations are carried out by agencies, the Biden administration itself has also taken steps toward cryptocurrency regulations. The
2021 Infrastructure Investment and Jobs Act included requirements for cryptocurrency exchanges to notify the Internal Revenue Service of cryptocurrency transactions via the issuance of a 1099-B.102 Moreover, March 9, 2022,
saw the release of an Executive Order on Ensuring Responsible Development of Digital Assets by President Biden.103 The order sets a clear tone on
the administration’s goal to protect “consumers, investors, and businesses”
and the “U.S. and global financial stability.”104 Moreover, the order also aims
to mitigate the potential harms of digital assets while promoting the technological and financial growth of the sector.105 Finally, the administration also
poises itself to explore a “U.S. Central Bank Digital Currency.”106 Even with
clear goals present, this order is more akin to a “call of action” with the administration directing executive entities including the Federal Reserve, the
Department of the Treasury, the Financial Stability Oversight Council, the
Department of Commerce, the Secretary of the Treasury, and other relevant
U.S. Government agencies to research and formulate a framework to advance these goals.107

99. David L. Concannon et al., Not in Kansas anymore: The current state of consumer token
regulation in the United States, GLOB. LEGAL INSIGHTS BLOCKCHAIN & CRYPTOCURRENCY
REGUL. 1, 68 (2021), https://www.lw.com/thoughtLeadership/gli2021-blockchain-crypto-not-inkansas-anymore- (showing that the SEC’s application of the Howey Test in 2017 to determine that
the sale of Decentralized Autonomous Organization tokens, a subset of cryptocurrencies, constituted an unregistered offering of securities that falls under the authority of the Securities Act).
100. What We Do, FIN. CRIMES ENF’T NETWORK, https://www.fincen.gov/what-we-do (last
visited Mar. 14, 2022).
101. SEC Emergency Action Halts ICO Scam, U.S. SEC. & EXCH. COMM’N (Dec. 4, 2017),
https://www.sec.gov/news/press-release/2017-219.
102. Infrastructure Investment and Jobs Act of 2021, H.R. 3684, 117th Cong. § 80603 (2021).
103. Exec. Order No. 14067, 87 C.F.R. 14143 (Mar. 9, 2022).
104. Id.
105. Id.
106. Id.
107. Id.
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B. Current State Regulatory Landscape

States have also noted the rise in cryptocurrency over the past few years
with some embracing cryptocurrency and others standing squarely against it.
Several States have either proposed or passed laws regarding cryptocurrencies and the blockchain technology.108 However, State regulations surrounding cryptocurrency are far from uniform with States swinging between being
a crypto-friendly jurisdiction to attract companies, such as the Wyoming
Utility Token Act, or more crypto-restrictive like the BitLicense law passed
in New York.109
New York’s BitLicense, proposed in 2014 by the New York Department of Financial Services and finalized in 2015, has had a negative reception with many citing it as ineffective in reaching its goals while also hindering the growth of the cryptocurrency market.110 Specifically aiming to
regulate New York-based bitcoin businesses, BitLicense hoped to both encourage innovation in the world of virtual finance while addressing the myriad of issues that have arisen because of cryptocurrency including fraud,
money-laundering, and currency devaluation.111 One major downfall of BitLicense is the fact that these restrictions only apply to business activities involving New York or New York residents resulting in digital currency businesses simply leaving the State rather than conforming to the BitLicense
requirements.112
States also grapple with whether cryptocurrency constitutes money or
money transmission. Such a determination is vital as it would also determine

108. Dewey, supra note 99.
109. Id.; see also Wyoming Utility Token Act-property amendments of 2019, H.B. 0062, 65th
Leg. of the State of Wyoming (2019); see also Virtual Currencies, N.Y. Comp. Codes R. & Regs.
tit. 23 § 200.2 (2015).
110. Samantha J. Syska, Eight-Years-Young: How The New York Bitlicense Stifles Bitcoin Innovation And Expansion With Its Premature Attempt To Regulate The Virtual Currency Industry,
17 J. HIGH TECH. L. 313, 315 (2017); see also Alex Adleman & Aubrey Strobel, Kill the Bitlicense,
The state’s regulatory regime has been bad for New York and bad for crypto, COINDESK (Oct. 19,
2021), https://www.coindesk.com/policy/2021/10/19/kill-the-bitlicense/.
111. Meghan E. Griffiths, Virtual Currency Businesses: An Analysis of the Evolving Regulatory Landscape, 16 TEX. TECH. ADMIN. L.J. 303, 304-05 (2015); see also Virtual Currencies, supra
note 110 (Under BitLicense, businesses or residents that conducted any of the listed activities would
have to register and comply with the rule’s obligations: “(1) receiving Virtual Currency for Transmission or Transmitting Virtual Currency, except where the transaction is undertaken for non-financial purposes and does not involve the transfer of more than a nominal amount of Virtual Currency; (2) storing, holding, or maintaining custody or control of Virtual Currency on behalf of
others; (3) buying and selling Virtual Currency as a customer business; (4) performing Exchange
Services as a customer business; or (5) controlling, administering, or issuing a Virtual Currency.”)
112. Owen Davis, Months After Bitcoin Consumer Protection Laws Enacted, Digital Currency
Businesses Have Fled New York Market, INT’L. BUS. TIMES (Nov. 5, 2015, 12:50 PM), archived at
https://perma.cc/E3N4-565H (providing statistical data related to the aftermath of BitLicense).
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which State laws apply to cryptocurrencies. A narrower determination was
made by the Texas Department of Banking in a 2014 memorandum determining what constitutes money under the Money Services Act.114 Under this
memorandum, a number of actions involving the exchange of cryptocurrency, such as the “exchange of cryptocurrency for sovereign currency between two parties,” would not be considered money transmission thus placing it outside the scope of the Money Services Act.115 Moreover, the
memorandum determined that no currency exchange license is required to
conduct transactions exchanging sovereign and virtual currencies, nor is
cryptocurrency money for the purposes of the Texas Finance Code.116
On the other hand, the Washington State Department of Financial Institutions came to a more expansive view on what qualifies as money transmission under the Washington Uniform Money Services Act thus expanding
what would fall under existing Washington State law.117 Under this 2014 interim regulatory guideline, what is considered money transmission includes
“exchanging sovereign currency for virtual currency or vice versa . . . , exchanging virtual currency for virtual currency . . . , offering virtual currency
wallets for storing value . . . , exchanging sovereign or virtual currencies between privately held wallets.”118
C. Issues with the Current Regulatory Landscape

The general goal of cryptocurrency regulation, at both the Federal or
State level, is to protect investors, prevent fraudulent activity, and provide
guidance so that companies may continue to innovate.119 However, current
regulations fail to properly address these goals. Inconsistent guidance across
state lines can be seen when observing the approach taken by New York with
Bitlicense, the 2014 determination of what constitutes money by the Texas
Department of Banking, and the 2014 interim regulatory guideline made by
the Washington State Department of Financial Institutions.120 These inconsistencies have led to digital market exchanges “forum shopping” and
113. Insight, supra note 84.
114. Charles F. Cooper, Supervisory Memorandum—1037, Tex. Dep’t. of Banking 1, 3-4 (Apr.
3, 2014), https://perma.cc/5WKA-N6K7.
115. Id.
116. Griffiths, supra note 112, at 318.
117. Deborah Bortner, Uniform Money Services Act Interim Regulatory Guidance, WASH.
DEP’T OF CONSUMER SERV. 1, 4 (Dec. 8, 2014), https://www.dfi.wa.gov/documents/money-transmitters/virtual-currency-interim-guidance.pdf.
118. Id.
119. Paulina Likos, How Will Cryptocurrency Regulation Affect Crypto Prices?, U.S. NEWS
(Jan. 2022, 4:29 PM), https://money.usnews.com/investing/cryptocurrency/articles/will-cryptocurrency-regulation-affect-crypto-prices.
120. NY Comp Code, supra note 110; Cooper, supra note 115; Bortner, supra note 118.
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operating in States that are more lenient in their cryptocurrency regulations
as observed in the mass exodus of companies unable to comply with BitLicense following its introduction.121 Competing interests between States,
regarding whether they want to be more cryptocurrency-strict or more cryptocurrency-friendly to support economic growth, also makes it difficult for
States to reach a consensus on their outlook on cryptocurrency.122 Furthermore, the Federal government has not set specific cryptocurrency regulations
with their focus set on better defining aspects of cryptocurrency rather than
setting firm rules.123 The result is a dependency on State laws, rather than
any uniform regulation across the nation, for regulations.124 Although the
Biden administration has taken steps towards reaching the goals set out in
the March 2022 executive order, there have yet to be any finalized frameworks set in place to regulate cryptocurrency.125
Current Federal actions and State regulations also fail to address the
heuristics of cryptocurrency investors in the age of social media. As stated
in section III subsection (c), the current landscape of cryptocurrency investing is plagued by the usage of intermediary sources, such as memes and celebrities, and herding behavior.126 For instance, even though the SEC released a statement cautioning against celebrity-backed initial coin offerings,
it does not define what constitutes a celebrity.127 Currently, online influencers are just as, if not more, influential than mainstream celebrities as seen
through the TIAA survey that showed 32% of American respondents in 2021
trusted the financial advice of celebrities and social media influencers.128
Moreover, current regulations fail to adequately assist potential investors in
discerning trustworthy intermediate sources from false information as agencies like the SEC only release tips on spotting fraudulent coins rather than
providing any concrete information, or requiring company disclosure, on potentially fraudulent coins.
Nevertheless, attempts to regulate cryptocurrency based on regulations
in traditional markets may be the incorrect method of remedying the multitude of issues. The speed and volume of information transfer on the internet
make it near impossible for investors to avoid the use of heuristics to reach

121. Luke Parker, Deloitte to Regulators: Wait Until Mainstream Adoption to Consider Bitcoin
Regulation, BRAVE NEWCOIN (Oct. 2015), https://bravenewcoin.com/insights/deloitte-to-regulators-wait-until-mainstream-adoption-to-consider-bitcoin-regulation.
122. See Dewey, supra note 99.
123. Id.
124. Id.
125. Exec. Order No. 14067, supra note 104.
126. Young, supra note 38, at 3; Calderon, supra note 46, at 9; Ante, supra note 52, at 3.
127. See supra note 94.
128. TIAA, supra note 44.
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a decision. Furthermore, the cryptocurrency community was founded
upon the notion of removing the middlemen from a stream of finances. Strict
government regulations may stifle the growth of a burgeoning sector and
produce extreme backlash as seen by the general reactions towards BitLicense.130 Even as lawmakers struggle to categorize cryptocurrency and decide the direction, they want it to grow, effective regulations should still be
put forth if just temporarily in order to address pressing issues of a potential
speculative bubble and the increase in cryptocurrency rug pulls.

VI. Potential Answer: Federal Endorsement and Release of
Third-Party Analytical Research Information on Cryptofinance
and Blockchain-Based Companies
As lawmakers continue to debate how to categorize cryptocurrency and
fit it within our existing laws, the cryptocurrency consumers are at risk of
losing investment money from the increasing frequency of cryptocurrency
scams.131 Moreover, there still looms the ever-present danger of a potential
pop of a cryptocurrency speculative bubble as investors continue to flock
into the market with optimistic hopes of profits.132 Section V begins by walking through why regulations, even if temporary, should target all cryptocurrency regulations rather than categorizing them as current regulations do for
traditional investing. The discussion then moves to current community-run
initiatives to protect against rug pulls. This section closes with a suggestion
that temporary adoption of cryptocurrency legitimacy through the release of
analytical data from veritable third parties may be sufficient in buying
enough time for lawmakers to decide on concrete, Federal level regulations.
A. The Cryptocurrency Landscape the United States Government
Should Strive For

Presently, the only method in which investors may determine if an advertised cryptocurrency token is fraudulent or legitimate is through due diligence. As stated by Jinnan Ouyang, the Co-Founder and CEO of the cryptocurrency company Openmining, to BBC News: “‘Nowadays new coins can
be listed on decentralized exchanges on the first day they are created, without
any regulation or due diligence.’”133 The combination of insufficient regulations and the nature of altcoin prices being set by expectations of future

129. Calderon, supra note 46, at 9.
130. Syska, supra note 111, at 315.
131. Malwa, supra note 5.
132. Calderon, supra note 46, at 12-13; Reinicke, supra note 74.
133. Squid Game crypto token collapses in apparent scam, BBC NEWS (Nov. 2, 2021),
https://www.bbc.com/news/business-59129466.
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prices makes proper due diligence increasingly difficult as, arguably, relying
on memes and social media is the logical approach as they determine the
attention they garner determines the potential value of the coin. Indeed, even
with rampant rug pulls within the market, investors often jump “‘in with eyes
wide open, perhaps hoping that they can ride the wave and dump their holdings for a quick profit before prices collapse.’”134
As stated earlier, there are thousands of blockchain-based projects under development around the world. The recent Executive Order noted that
the administration strives to “reinforce United States leadership in the global
financial system and in technological and economic competitiveness” along
with “support[ing] technological advances that promote responsible development and use of digital assets.”135 In order to achieve these goals, the
United States government must shepherd investor money away from the
quick money that could be obtained from impending scams and back towards
supporting the growth of the sector technologically. To do so, the government should focus its attention on promoting due diligence within the community regarding their reliance on intermediary sources along with ensuring
protection of investors by, hopefully, lessening the prevalence of scams
within the market.
B. Regulations Should Protect All Cryptocurrency Investors

Though there are no firm cryptocurrency regulations at the Federal level
at the time of this writing, observations on the rules surrounding traditional
securities along with definitions made by the SEC can help to illustrate the
population which should be protected by potential Federal cryptocurrency
regulations. According to the SEC, their mission is to “protect investors,
maintain fair, orderly, and efficient markets, and facilitate capital formation.”136 The SEC splits investors into varying categories, with each category having specific rules regarding the securities that may be sold or advertised by companies, as the SEC notes that consumers in certain categories
may be afforded less protection to take on riskier investments as they are
better equipped to assess the information and burden any potential loss.137
According to a CNBC survey, 10% of those surveyed stated they are
investing in cryptocurrency with 43% of cryptocurrency traders sharing that
134. Id.
135. Exec. Order No. 14067, supra note 104.
136. Our Goals, U.S. SEC. & EXCH. COMM’N, https://www.sec.gov/our-goals (last visited Mar.
14, 2022).
137. Rule 506 of Regulation D, U.S. SEC. & EXCH. COMM’N, https://www.investor.gov/introduction-investing/investing-basics/glossary/rule-506-regulation-d (last visited Mar. 14, 2022) (defining sophisticated investors as investors who, either alone or with the assistance of a purchaser
representative, have sufficient experience and knowledge in business and financial matters to make
them capable of considering the risks and merits of a prospective investment).
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they are investing in cryptocurrency due to the ease of trading from apps like
Robinhood or Coinbase.138 The ease, and convenience, of trading has opened
the door for any individual to enter the market.139 A mix of accessibility and
the sheer volume of potential traders makes it difficult for government agencies, and companies, to categorize traders to determine which assets can be
sold to whom.
This paper posits that, at the writing of this paper, it is ineffective to
attempt to classify individuals currently investing in cryptocurrency. Along
with accessibility in trading, the discussion in section III part (c) highlights
the reliance that current investors must have on heuristics to assess the merits
and risks of a cryptocurrency investment. The large quantity of information
transmitted online, and the speed at which they are updated, make it so that
investors are likely to rely on intermediary sources such as memes or social
media personalities to determine the probability of a coin’s success. Importantly, observations have shown that cryptocurrency investors demonstrate herd mentality when investing. This makes attempting to classify individual investors nearly impossible as even the most sophisticated investor
may ignore their prior information in favor of hopping on the bandwagon
and following the actions of others. As such, regulations that come out
should aim to target all cryptocurrency investors. It is worth noting that, at
the time of this writing, Federal and State governments are struggling to determine what the best course of action is regarding cryptocurrency regulations as there are varying arguments of what type of asset cryptocurrencies
should be classified as.140 If a clear decision is made on the classification of
cryptocurrency in the future, it may be feasible to begin classifying cryptocurrency investors into groups at that time.
C. Veritable Third-Party Research Analysis

In assessing an effective means of regulation, lawmakers may look to a
method of promoting due diligence self-organized by the cryptocurrency
community itself. Currently, the cryptocurrency community has set up a
structure of pseudo-self-governance to protect itself from scams through
third parties, such as research groups like Smith and Crown or rating agencies like ICO rating, that provide independent analytical research on

138. Reinicke, supra note 74.
139. Annie Massa, The Four Biggest Ways That Robinhood Changed Investing, BLOOMBERG
(July 29, 2021), https://www.bloomberg.com/news/articles/2021-07-29/robinhood-hood-ipo-fourways-the-broker-changed-investing.
140. Daniel Araya, The Challenges of Cryptocurrency Regulation, THE REGUL. REV. (Oct. 9,
2018), https://www.theregreview.org/2018/10/09/araya-challenges-cryptocurrency-regulation/.
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cryptofinance and blockchain-based companies. The provision of analytical research by these sources also capitalizes on the heuristics of potential
investors as it provides a veritable intermediary source that can be referred
to assist in weighing the risks of a potential investment. Critics have raised
some concerns to this outsourcing of due diligence as cryptocurrency investors also look to forums to gain insight.142 The usage of such forums is of
particular concern as they are open for all parties to post on, including the
founder or promoters of initial coin offers that may use it to purposefully
mislead potential investors.143
D. Federal Endorsement and Release of Veritable Third-Party Research
to Promote Due Diligence and Increase Consumer Protection

Though there is much discussion on cryptocurrency regulations, 144 this
paper posits a potential method to help address the current issues within the
cryptocurrency market through the adoption of the system of pseudo-selfgovernance in place within the cryptocurrency community. As discussed in
section IV subsection (c), current regulations fall short due to the fractured
nature of State regulations, the general inaction of the Federal government
as of this writing, and the inability for lawmakers to combat the heuristics
employed by cryptocurrency investors during this age of social media. This
adoption would come in the form of Federal endorsement of veritable research groups and release of their analytical research pertaining to cryptofinance and blockchain-based companies on a federal website. Such a
method could be seen as a step towards further transparency within the cryptocurrency market, akin to disclosures required for registration of a security

141. Richard Kastelein, What Initial Coin Offerings Are, and Why VC Firms Care, HARV. BUS.
REV. (Mar. 24, 2017), https://hbr.org/2017/03/what-initial-coin-offerings-are-and-why-vc-firmscare.
142. Olusegun Ogundeji, Can Reddit, Slack Forums be Tapped to Outsource Crypto ICO Due
Diligence?, COINTELEGRAPH (Dec. 7, 2016), https://cointelegraph.com/news/can-reddit-slack-forums-be-tapped-to-outsource-crypto-ico-due-diligence.
143. Id.
144. See Timothy G. Massad, It’s Time to Strengthen the Regulation of Crypto-Assets, ECON.
STUD. AT BROOKINGS 1, 40-41, 55-56 (Mar. 2019), https://www.brookings.edu/wp-content/uploads/2019/03/Economis-Studies-Timothy-Massad-Cryptocurrency-Paper.pdf (pushing forth a
model of regulation that follows along current crowdfunding laws of the 2021 Jumpstart Our Business Startups Act and a suggestion of utilizing the Financial Stability Oversight Council to “articulate a path forward for the regulation of crypto-assets); see also Dirk A. Zetzche et al., The ICO
Gold Rush: It’s a Scam, It’s a Bubble, It’s a Super Challenge for Regulators, 63 HARV. INT’L L. J.
267, 305-13 (2019) (discussing the feasibility of regulatory response and policy regarding ICOs
including the “outright ban of ICOs . . . reducing information asymmetry . . . regulatory warnings
. . . enforcing existing laws through concerted action” and potentially widening the scope of our
current financial laws).
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under the Securities Act of 1933, which would allow the public to better
assess the risks in certain offerings.145
Endorsing veritable research groups would promote due diligence by
providing the investing community with both a trustworthy intermediary
source to assess the quality of a new cryptocurrency release and an objective
method in ascertaining the validity of claims made by other intermediary
sources. Moreover, use of such groups research would also help assist in
consumer protection as potential scams may be flagged earlier thus redirect
investments towards more legitimate cryptocurrency offerings. Ultimately,
this method of regulation helps to promote due diligence without direct government interference in the market by providing trustworthy information,
pushing investments towards cryptocurrencies with legitimate goals and
growth potential, and providing an objective method to gauge whether the
memes and internet personalities are supporting a cryptocurrency with minimal chances of a rug pull.
Usage of such research information may also help to reach the goals set
out within the recent Executive Order by drawing investors toward legitimate offerings. This is achievable by directing investors toward investments
with technological potential, driving up the price of such investments, and
pushing other investors to “herd” toward such offerings. Capital towards
such companies would help to “support technological advances that promote
responsible development and use of digital assets” while maintaining the
United States as a leader in this field of the global financial system.146 Seeing
prices rise in such investments may also help to build a strong foundation of
confidence within the sector as money is funneled towards tangible advancements rather than scams.
It is also worth noting that the endorsement and release of research information from veritable groups would align with the goal of government
regulation to “protect investors, maintain fair, orderly, and efficient markets,
and facilitate capital formation” as per SEC’s goal statement.147 This approach would direct funds towards quality offerings, thereby protecting investors by reducing the amount of successful scams, while also promoting
faith in cryptocurrency thus driving further investment. Release of research
analysis would also help to maintain an efficient market by growing capital

145. See Securities Act of 1933, supra note 82 (making unlawful the transmission of unregistered securities that did not meet registration requirements which include the disclosure of information including the business itself past performance, information regarding the issuer’s managers
and officers, financial statements, executive compensations, business risks, and any legal or tax
issues).
146. Exec. Order No. 14067, supra note 104.
147. Our Goals, supra note 137.
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in areas of the sector that will yield tangible advancements thus increasing
public faith and minimizing the likelihood of a bubble popping.

VII. Conclusion
Securities and Exchange Commission Chairman Gary Gensler’s remark
of cryptocurrency being the “wild west” certainly drew uniform criticism
from those within the community—yet his statement is not entirely untrue.
The fact that the value of cryptocurrency is derived from an investor’s belief
in its future profits has created a perfect storm of speculation and a general
fear of missing out on the next big spike in asset price. Moreover, the vast
amount of information being dispensed in real time has forced potential investors to rely on heuristics to determine what information is the most important. These include the usage of intermediary sources such as meme signaling, celebrities, and social media influencers. Perhaps the most pressing
behavior exhibited by investors is herding which, in addition heuristics of
intermediary source usage, has the effect of enhancing the already present
issues of a speculative bubble and cryptocurrency rug pulls within the current
cryptocurrency landscape. Observations on the current regulations at a Federal and State level show an inability to properly address present issues due
to the fractured nature of regulations and the general lack of recognition of
cryptocurrency investing behavior when producing the regulations. The best
course of action may be for the Federal government to utilize community run
initiatives by endorsing and releasing veritable third-party analytical research on new cryptocurrencies to promote due diligence, utilize the heuristics of the investors by directing them to singular sources of authority, “herd”
investors towards investments that may yield legitimate technological advancements, minimize the chances of shifting investor attitudes, and reduce
the amount of fraudulent coins on the market.
Though this regulation is a potential solution to the issues identified
within this paper, it would be unrealistic to claim that this would be a mainstay in future regulations. Perhaps future laws may incorporate such analytical research, or the government may also aim to target the cryptocurrencies
before their release akin to current security registration requirements. However, lawmakers are correct in their pursuit to properly classify cryptocurrency as it allows for this new sector to fit within existing laws that may
adapt to it or create a whole new set of blackletter laws that are most efficient
in regulating cryptocurrency. Whatever the future may hold, this temporary
solution would be a suitable manner in capitalizing on the understanding of
investor behavior to protect themselves and the market.

